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Abstract

Risk is a permanent companion to banking transactions, which is why the cyber strategy will be affected if current and future risks are not taken
into account. In order to identify and evaluate the risks of information security, any economic entity must start from its main lines of activity, from
the strategy it will adopt. The paper presents not only the traditional aspects of information security risks in banking transactions, but also the way
in which risk management becomes especially important in overcoming less predictable cyber attacks. The results show that identifying, analyzing
and managing the security risks of information specific to banking transactions, several important pieces of the puzzles are represented by the
models and techniques that address these risks.
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1. Introduction and literature review

In the first stage of global risk management and monitoring, the risks associated with each type of transaction must be
determined (Singh and Fhom, 2017). Some risks of information security are obvious, others cannot be identified, regardless
of the working procedures and techniques used, in order to prevent them, until the triggering and causing of losses in the
respective transactions (Core, 2015; Heffernan, 2005; Peltier, 2010).

In the opinion of many authors, any banking transaction involves a procedure and therefore the detection and anticipation
of new accidental risks, having a very important role in the financial planning process (Lu and Chen, 2011; Banks and
Dunn, 2003; Shaikh et al., 2017). Once the security risks of the identified information have been identified, the main types
of control activities must be determined for each type of risk, knowing the characteristics and their probable evolution. The
adverse action of a risk factor can be diminished and/or in some cases avoided, by knowing and removing the cause that
causes it (Winkler, 2010).

The term bank risk refers to those risks that banks face in their current operations and not just the risks associated with the
traditional banking activity. Bank risk is generated by a large number of operations and procedures. Bank risks should be
inventoried and defined as best as possible in the perspective of analyzing their measurement and control (Van Greuning
and Brajovic, 2003).

The specialized literature (Bessis, 2005; Duffie and Singleton, 2003; Stepchenko and Voronova, 2015) also includes bank
risk classifications, depending on: risk exposure, risk genesis, nature of risks, risk allocation in transactions. The analysis of
banking risks is usually addressed by types of risks, due to their complexity and diversity. However, we must bear in mind
that the bank's exposure is made for all the risks and that, moreover, the risks are interdependent. This reality requires a
global approach to risk management, which must provide the bank with the ability to identify and assess risks, to control
them, to eliminate or avoid them and to finance them (King and He, 2006).

It should be emphasized that the imperfections of the capital market, such as taxes and bankruptcy costs, give a significant
importance to risk management (Al Sukkar and Hasan, 2005). Thus, the lack of resources can be an explanation for this
situation, especially due to the fact that the training of personnel for acquiring the necessary skills for trading derivative
financial products requires significant investments.

In order to reduce the risks, methods can be used such as: redesigning the associated activities and the flows of
operations; the elimination of products considered risky or whose operational procedures are little known (e.g. derivatives).
The risk transfer is more appropriate in the event of the occurrence and action of very serious, unpredictable events, the
operation of the method assuming the existence of conventional insurance markets (Lu et al., 2005).
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From the existing literature at the national level, we must mention a series of studies that argue the need to adapt the
banking transactions regarding the risk management in order to align us with the existing requirements at the international
banking system. It also underlines the need to carry out this process at the fastest possible (Collins and McCombie, 2012;
Singh and Fhom, 2017).

Risk management in banking transactions first addresses the quantifiable risks (Core, 2015). This is especially the case of
the financial risks that arise on the financial markets and which result in unfavorable evolutions of the financial statements
or the results of the institution, as a result of the unpredictable changes registered in the financial markets (Winkler, 2010).

In this context, it appears necessary to review the international regulations in the field of banking risk by continuously
adapting the risk management methods to the economic realities in order to be able to identify early on the existence of
disruptive factors. Banks can only successfully manage banking risks if they recognize the strategic role of managing
information security risks, if they use analysis and management to increase efficiency, if they take precise risk-adaptation
measures (Natarajan et al., 2010).

Throughout this article, theoretical and practical aspects are met, quantitative and qualitative analyzes, all aimed at
identifying, analyzing and controlling the risks of information security and not least, managing the risk in banking
transactions.

2. Convergence and divergence regarding the impact of risks on banking transactions

In the banking universe, risks are multiple and multidimensional and interdependent, which is why they need to be listed
and defined as best as possible in terms of their measurement, monitoring and control. Over the past several years,
reducing or avoiding risks requires prior identification and quantification of risks.

According with Bessis (2005) the risks can be covered by the following techniques:

o elaboration of a formal financing program based on the forecasts regarding the anticipated losses;

e withdrawal of reserve funds for credit losses;

e passing the losses on expenses or covering them from the capital, to the extent that these losses occur;
o establishing risk provisions.

Beyond the uncertainty associated with the expenses it generates, managing information security risks can be a positive
message for financial markets (Heffernan, 2005). The risk coverage must be based on two criteria:

e coverage of risk families;
o the existence of own statistical databases regarding the frequency and extent of the risks.

Assuming the global information security risk generates the obligation of the banking company to comply with the so-called
banking prudence rules (King and He, 2006). On the other hand, the purpose of the risk management activity is to optimize
the risk-profit ratio, which is a determining factor of the banking strategy. Risk management gives the bank management a
better vision of its future and its ability to be competitive in the market. Ignoring present and future risks can lead to serious
future losses and even bank failure (Peltier, 2010).

According to specialized studies, risk knowledge is useful and necessary information in establishing the appropriate fees
and bank charges (Agrawal and Tapaswi, 2017; Joseph et al., 2010). The estimated risks as costs will be included in the
price of the services offered to the customers when the market allows it. The performance measurement involves the
analysis of qualitative and quantitative indicators, aimed first and foremost at determining the bank's soundness, its degree
of risk exposure and then its efficiency level.

The role of bank management in managing the security risks of information is a protective filter (Arukonda and Sinha,
2015), the objectives being:

e maximizing bank profitability;

e minimizing risk exposure;

e compliance with the quality and prudential norms.

The risk indicators gain more relevance in a general context of appreciation of the bank's profitability and its market
competitiveness, the final objective of bank management consisting, in addition, in maximizing the income of the adjusted
shareholders (Duffie and Singleton, 2003). The level of risks generated by a bank is influenced by controllable and
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uncontrollable factors. Banks cannot control these external factors but they can formulate flexible plans to react to these
factors (Lu and Chen, 2011).

Given the transposition of the classic functions of general management to the problem of information security risk (Malatras
et al., 2016), removing this risk becomes a decision problem, which can take the following forms:

o routine decisions consisting of the application of known measures, the effectiveness of which has been verified;

o adaptive decisions that consist in adapting the parameters of the decision to a situation that knows changes to the
reference situation;

e innovative decisions that involve making new decisions.

The evaluation of the information security risk management policy consists of measuring the performances obtained as a
result of the exposure to the risk and offers the possibility of optimizing the future policies based on the weaknesses and
strengths identified (Al Sukkar and Hasan, 2005).

Some authors believe that banks are pursuing objectives that are often divergent, in the sense that they use specific tools
both to increase their market share and to attract available capital needed to carry out speculative transactions (Milunovich
and Yang, 2018; Collins and McCombie, 2012; Van Greuning and Brajovic, 2003). Other authors consider that in order to
prevent systemic risk, in order to ensure the stability and viability of the entire banking system, the monetary authorities
have developed systems to monitor the activity of banks and the transactions carried out within banks (He et al., 2012;
Winkler, 2010). All banking systems have at least one regulatory and supervisory authority, which have different
responsibilities, powers of regulation and implementation of assumed decisions.

In the American approach to the risk position of a bank, comprehensive models of risk assessment of banking transactions
involve an assessment of the risk of information security of the bank by quantifying all the risks corresponding to each
separately treated transaction and assigning certain scores for each transaction (Natarajan et al., 2010). The scores are
then aggregated to obtain the final score of the bank as a whole.

It should also be noted that statistical models have the advantage that they identify those risks that are most likely to
generate adverse situations for the bank, based on the forecast of the probability of future developments (Kurosawa et al.,
2017). These models remove all the disadvantages of using static models in an economy characterized by dynamism.

Supervisors, as well as theorists, are paying close attention to macro-prudential analysis to assess the vulnerability to
cyber-attacks of banking systems (Fischbacher-Smith, 2016). The novelty of this recent approach, established in the late
1990s, is that the systemic risk is analyzed from the perspective of its interaction with current challenges regarding the
security risk of information in the digital economy, the focus of the supervisory activity being on the exposure cyber attacks
(Broadbent and Schaffner, 2016). We therefore assist in minimizing the specific factors of each bank that may have an
adverse evolution and may increase the risk exposure.

The second aspect concerns the perspective of how sustainable is cyber security risk assessment and measurement
(Arukonda and Sinha, 2015). The information security risk measurement system used by a bank must identify all the
sources that generate this type of risk and must be able to evaluate the effects of a cyber attack.

The risk analysis goes through the study of the functional needs of the security and through the determination - depending
on the foreseeable consequences of a disaster - of the properties to be insured. Risk assessment involves qualitative and
quantitative factors (Bessis, 2005).

Risk assessment is therefore very difficult and totally dependent on a specific environment (Peltier, 2010). The evaluation
phase will allow you to define a target for functional security (regardless of tools or tools). Finally, the analysis of the means
(the audit of the instruments and inventories) and the choice of the means will allow the application of preventive security
measures taking into account the value-threat couple.

While access control is essentially based on the verification of the identity of a logical entity, material or human, the notion
of multilevel security associates different levels of access control, to best protect a resource, regardless of its nature. The
reverse of this medal is that such a security structure has no friendliness and/or leads to degradation of the system's
performance.

The position occupied today by technologies in security management is likely to vary quite strongly depending on the
applications concerned (Milunovich and Yang, 2018). In addition, it should not be assumed a priori that a successful recipe
in one place will do the same wonders in another. The mission of the systems is therefore to see and prove.
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In the current period, marked by the increasing complexity and diversification of the types of transactions that take place on
the foreign exchange market, the risk generated by international transactions is associated with the potential gains or
losses in a transaction that is sensitive to the exchange rate change (Kurosawa et al., 2017). As banks are heavily
anchored in international financial operations, the degree of exposure to information security risk increases. However, due
to the varied typology of information security risk and the possibility of exposure to concomitant risks, information security
risk management aims at managing the risk of trading and managing traditional banking operations.

If the bank conducts foreign exchange trading activities, proper management imposes certain limits on the view positions
for each currency, including the size of non-correlations in the case of transactions with derivative financial products.
Therefore, a limitation of the maximum value of a transaction expressed in foreign currency or of all assumed transactions
significantly reduces the information security risk.

3. Results and discussions

In banking, risk should be regarded as a conglomerate or complex of risks, often interdependent, having common causes
or producing a type of risk generating a chain of other risks (Shaikh et al., 2017).

The reality highlights that the bank, in its activity, is subject to risks on two levels:

¢ on the one hand, the bank is an organization and is liable to face the risks inherent to any entity;

¢ on the other hand, the bank functions as a specific intermediary in the process of capital circulation and engages
in the classic banking risks related to the partnership (counterparty risk).

The management of the risks facing the banking activity can be ensured not only by such an efficient computer system, but
especially by the human factor, its intervention being particularly important in analyzing the data provided by the system
and taking decision.

Establishing the information that will be provided by the system is one of the main tasks of the analysts who design it and
the experts who use it. Therefore, the quality of the decision-making act depends both on the informational value provided
in the reports generated by the system, and on the capacity of analysis and experience of the specialists of the institution
using the system.

The tools of analysis and assessment are aligned with those used in other spheres, but the specifics print them as one will
see their own individuality. For example, interactive financial forecasting models operate in a manner close to that of
spreadsheets, being characterized by:

e are stronger, being the most complex computer models of forecasting;

e can be used on personal computers with strong memory or on industrial computers;

o allow to find a certain variable that will produce a certain desired effect;

e can be networked, allowing more users to use the data and the program;

o allow the user to specify the variables in the form of distribution probabilities and not as discrete values;

e simulates real-world situations, randomly selecting a value from each likely distribution range and then calculating
a set of results associated with the chosen value;

o the probabilities used can be estimated using databases containing information from previous periods.

The choice of the strategy that will be used in the simulation can be based both on the analysis of the input data (historical
data in evolution and the previous objectives proposed), as well as on the experience gained in performing similar
simulations.

Multifactorial models have opened a new perspective in addressing the risk associated with financial investments, by
including in the analysis of a complex of factors that explain with greater accuracy the systematic risk. Because portfolio
diversification makes non-systematic risk negligible, it means that the systematic risk associated with the single factor (the
market) is the only one that gives the size of the risk premium associated with the investments in the financial markets and
which directly influences the size of the expected gain.

At the same time, the objective of risk management is to minimize it, so that it is possible to maximize the value of the bank.
Some economists consider that banking risk management is a part of financial management, along with financial planning
and forecasting, accounting systems, internal controls and treasury (Collins and McCombie, 2012; Duffie and Singleton,
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2003; King and He, 2006). This approach turns out to be from a narrow perspective; in fact risk management has to
respond to a number of challenges.

Quantifying information security risks involves using the techniques, tools and skills necessary for the bank to offset these
risks. The development of quantitative modeling tools allows performing simulations that are useful in analyzing the effects
induced by the rapid changes occurring in the banking environment, as well as their impact on transactions. The existence
of some bank risk management techniques presents important advantages for the banking institution, and their lack can
have serious consequences. Thus, risk management should be the number one priority of all those involved in the bank's
management activity.

4. Conclusions

The current period is called the era of information security risk management in banking, and the analysis and management
of this risk is an extremely complex and important task of banking management. In order for the security risks of the
information to be rigorously managed and monitored, it must first of all be identified, known and applied tools and
techniques to diminish or avoid their influence on the banking activity.

Under the current conditions of the Romanian banking system, the evolution and weight of the expenses regarding
reducing the security risks of the information are very different from one bank to another. And in the future, the expenses
related to the development, expansion and improvement of the computer network, implementation of some products and, in
particular, new services will continue to increase in total expenses, having as a natural effect the development and
consolidation of each bank.

We believe that proper risk management should provide the bank with the ability to identify, quantify and monitor the risk
profile, as well as to avoid and finance them. These elements are in fact found in the management of each type of risk, but
at the global level it acquires a new dimension. The success of managing information security risk also depends on the
bank's ability to anticipate potential attacks, the transfer of losses, as well as the degree of their integration into the bank's
overall management system. In addition, volatility of the financial market emphasizes the need to analyze and manage the
risks of information security, all the more so as the phenomenon becomes increasingly powerful in the Romanian economy,
with profound meanings for the present, but especially for the future.
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